Quan tri

Tai khodn quan tri portal t6i cao. Cé thé thém tai khoan nguoi quan ly tai portal sau.

Sau khi dang nhap tai khoan quan tri trén cloud, quan tri vién sé thay xuat hién cdc man hinh dudi
day.
My Products/Services My Account Help ¥

My Products/Services

=+ Provide Key

Products/Services Active Licenses License Type Expiration Date ¥ | Action

Worry-Free Business Security Services 10 Trial 8/4/2018 (@' Open console

]

@ Normal Expiring soon €3 Expired

Thong tin quan tri bao gom:

* Ma license kich hoat


https://tm.login.trendmicro.com/

* SO lugng thiét bj
®* Thoi han cua license
* An vao Open console d&€ quan ly thiét bj va cau hinh policy

Quan ly tinh trang chung - Live
Status



@I’.‘EEE- Worry-Free Business Security Services Welcome | Account Home | Sign out

Live Status Devices Scans Reports Administration ~ Help ~

° Mo action required. Your devices are protected.

Security Risk Detections Over Time Last30 days ~
=Y

@/ 51 4 0% & 64 4 sa00% 3 v sen
Known Threats Unknown Threats Policy Viclations
Event Type Affected Devices Detections

Virus/Malware 5 17
Spyware/Grayware 2 2
Web Reputation 6 32
Network Virus 0 0

Ransomware Summary Last 30 days ~ Agent Status
3 Ransomware Attempts Detected ™% 1 8 Managed Agents

@ Web 0 Outdated 5

@ 12 Desktops/Servers

@ File 2 Offline 8

@ Behavior 1 Outdated 3
6 Mobile Devices

Warning 0

@ Best practices for ransomware prevention + Add Devices @ Check Component Status

License Status Expiration Date: Oct 01, 2018

Desktop/Server seat usage
|

12 16
Mobile device seat usage
I
6 32

Céac théng tin téng hop vé tinh trang an ninh cdia cdc may tinh dang dugc bao vé

1. S6 hiém hoa da tim dugc

2. Cac trang web da chan

3. Lugng truy cap khéng hop 1é da chan

4. S6 lugng file nhiém ransomware

5. Tinh trang céac thiét bi dang quan ly: néu hé thdong cla ban cé hién thi 2 tinh trang bén dudi,



hay tim client va kiém tra Internet Proxy.

* Qutdate: Agent tai may tinh chua dugc cap nhat ban méi nhat.
* Offline: May tinh khéng két néi mang

Quan ly thiét bj - Devices

Liét ké toan bd cac may dang dugc cai dat bao vé (bao gom ca PC va Mobile).

O budc ddu méi cai dat, quan tri vién cé thé tao trudc cac folder rdi cai dat thém thiét bi. Viéc chia
folder d€ dé dang han cho phan thiét 1ap policy (vi du cé nhitng phong ban dugc phép truy cép vao 1
vai web dac thu, con cac phong ban khéac thi khéng)

Thém thiét bi - Add Devices
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Live Status Devices Scans Reports Administration ~ Help ~

You are here: Devices

Devices @
Search device names, users, lzbels, or IP addresses @ All status E All Security Ager E
I3 Agd Group view v | Practech [18 device(s]] §§§ Customize Columns ¥
||:|Q:| Practech 13| &p AddDevices | i Configure Global Settings | 4 Scan v | [ More +
[ server (Default) 0 14 4 Page:[1 |of1 v v | 25 [EJperpage
[ Ravoo ooty 4 Label Name « Device Type | IP Address | Status | Virus Detected | Spyware Detected | Smart €
E 110 ¥ Windows 182.166.1.108 Offline 37 2 Connec
1 . Windows 1692.168.1.4 Online | 2 ¥ Connec
‘o Windows 182.168.1.24  QOffline 0 3 Connec
= 1 Andraid - MNormal 0
=] 0 ‘ Windows 192.166.1.89 Offline 0 2 Connec
i Windows 1682.168.1.31  Offline & 2 Connec
08 - Normal -
Windows 182.166.1.65 Online 3310 0 Connec
Windows 172.16.10.201 Offline 0 8 Connec
Android - Normal 0O
05 - Normal -

* Email Installation Link to Others: GUi email duong link téi cdc may can cai dat
* Install to this Device: Cai dat cho thiét bi dang truy cap trang portal



Download the Installer Package: Tai file cai xudng, roi gii dé€n cdc may can cai dat

* Export: xuat danh sach thiét bi

* Update now: yéu cau cac agent tai cac thiét bi cap nhat

Uninstall agent: xoé& agent khoi thié€t bi (chu y, sau khi xod cé thé cai lai trén thiét bi khac)

Cai dat chung - Configue Global Settings

Security Settings: chon cac cau hinh dé thuc thi quyét virus, chan web

* Approved/Blocked Settings: thiét lap danh sach web dugc cho phép va cam truy nhap
* Agent control: thiét 14p quan tri agent, dat mat khau cho agent

* Device management: thiét lap gidi han cho duong link cai dat

Quét Virus - Scan

@ TREND  Worry-Free Business Security Services WelcomesBEEN Account Home | Sign out
Live Status Reports Administration v
Scans @
Manual Scan Scheduled Scan Vulnerability Scan

Add groups to the right panel and then select Start Scan or Stop Scan.

Available Groups Selected Groups

.:,% Trend Micro
D] Server (Default)
QJ Device (Default)

Start Scan Stop Scan

Yéu cau cac agent tai cac thiét bi thuc thi quét virus

Manual Scan:



® Tuy chinh céc file, dudng dan dé quyét

® Cau hinh thyc thi xo0a file hodc phan vung néu phat hién hiém hoa

Scheduled Scan:

Cai dat quét virus dinh ky theo nhém. Day la tinh nang nay rat cé gia tri cho quan tri doanh nghiép

Vulnerability Scan:

Quyét hiém hoa 16 héng trén Windows, c6 thé anh hudng tdi thiét bi hoac lay lan trong mang

Bao cao - Report
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You are here: Reports

Help ~

I A

t Home | Sign out

Reports (7]
Reports contain summaries and detailed information of all threats. Reports also include ranking to identify most vulnerable devices.
Reports are in PDF format. Download Adobe® Reader® if necessary. ADOBE® READER®
Reports Total: 4
E_y New D Log Query
Report Name Frequency Generated On ~ Report History Enabled
i Weekly Nov 27, 2017 00:00:10 10 ]
Weekly Nov 27, 2017 00:00:10 10 4
One-time Jan 14, 2017 19:43:45 PDF -
i One-time Dec 10, 2016 05:59:32 PDF
D New D Log Query

|v|Enable |=| Disable

* Xuét bdo cdo theo thoi di€ém hoac dinh ky, dé theo déi dugc tinh trang an ninh cdia mang ludi
* Ki€m soat tinh trang an toan hé théng qua cac béo cao.

Quan tri canh bao - Administration
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Administration » Notifications @

Recipients
From: WFBS-SVC@TrendMicro.com
To:

Separate multiple entries with a semicolon.
Example: user1@example.com; user2@example.com

Subject preface: B

The preface is added to the front of the email subject.
Example: [ABC Inc.] [Action Required] Antivirus - threats unresolved: 5

Note: Click an event link to customize the notification content. For a list of predefined tokens, see Customizing Notifications.

Action Required Warnings

Threat Events

Type Email Notification Alert Threshold
Antivirus - Threats unresolved
Antivirus - Real-time Scan disabled
Antispyware - Detections requiring device restart
System Events
Type Email Notification Alert Threshold
Update - Outdated agents Update deployment rate less than 70 % after two hours of pattern release
Smart Scan Server - Agents disconnected
License Events
Type Email Notification Alert Threshold
License - Expired
License - Expiring in less than 60 days
License - Seat usage is more than 110%
License - Seat usage is more than 100%

Save

Notification: thiét |ap cdc canh bdo qua email quan tri vién
Device Enrollment Settings: Cai dat ching chi cho ApplelD, dung dé quan ly iPhone, iPad
Tools: Cac cong cu ma rong

Manage Co-Administrators: quan ly quan tri vién

San pham ban than c6 tén la WorryFree nén quan tri gan nhu khéng phai thao tac nhiéu. Tat ca déu


https://i-design.vn/bao-mat-doanh-nghiep/trend-micro-worry-free-business-security/

gan nhu dugc van hanh cht déng theo ché d6 mac dinh clda Trend Micro. Rat phu hop véi cac doanh
nghiép vira va nho véi nguon luc IT han ché.

Hiéu chinh #3
Dugc tao Thu, Sep 12, 2019 9:42 AM bdi fanzoan
Cap nhat Fri, Sep 13, 2019 3:43 AM béi fanzoan
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